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As a network administrator, auditor or architect, you know the importance of securing your network and
finding security solutions you can implement quickly. This succinct book departs from other security
literature by focusing exclusively on ways to secure Cisco routers, rather than the entire network. The
rational is simple: If the router protecting a network is exposed to hackers, then so is the network behind it.
Hardening Cisco Routers is a reference for protecting the protectors. Included are the following topics:

The importance of router security and where routers fit into an overall security plan1.
Different router configurations for various versions of Cisco?s IOS2.
Standard ways to access a Cisco router and the security implications of each3.
Password and privilege levels in Cisco routers4.
Authentication, Authorization, and Accounting (AAA) control5.
Router warning banner use (as recommended by the FBI)6.
Unnecessary protocols and services commonly run on Cisco routers7.
SNMP security8.
Anti-spoofing9.
Protocol security for RIP, OSPF, EIGRP, NTP, and BGP10.
Logging violations11.
Incident response12.
Physical security13.

Written by Thomas Akin, an experienced Certified Information Systems Security Professional (CISSP) and
Certified Cisco Academic Instructor (CCAI), the book is well organized, emphasizing practicality and a
hands-on approach. At the end of each chapter, Akin includes a Checklist that summarizes the hardening
techniques discussed in the chapter. The Checklists help you double-check the configurations you have been
instructed to make, and serve as quick references for future security procedures.Concise and to the point,
Hardening Cisco Routers supplies you with all the tools necessary to turn a potential vulnerability into a
strength. In an area that is otherwise poorly documented, this is the one book that will help you make your
Cisco routers rock solid.
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From reader reviews:

Bryan Rodriguez:

The particular book Hardening Cisco Routers (O'Reilly Networking) will bring you to the new experience of
reading some sort of book. The author style to spell out the idea is very unique. When you try to find new
book to study, this book very acceptable to you. The book Hardening Cisco Routers (O'Reilly Networking) is
much recommended to you you just read. You can also get the e-book through the official web site, so you
can quicker to read the book.

Sharon Keller:

The reason why? Because this Hardening Cisco Routers (O'Reilly Networking) is an unordinary book that
the inside of the guide waiting for you to snap this but latter it will distress you with the secret this inside.
Reading this book alongside it was fantastic author who write the book in such incredible way makes the
content within easier to understand, entertaining method but still convey the meaning fully. So , it is good for
you for not hesitating having this nowadays or you going to regret it. This excellent book will give you a lot
of positive aspects than the other book have got such as help improving your skill and your critical thinking
method. So , still want to postpone having that book? If I ended up you I will go to the guide store hurriedly.

Dwight Hancock:

Are you kind of hectic person, only have 10 or perhaps 15 minute in your morning to upgrading your mind
skill or thinking skill possibly analytical thinking? Then you are having problem with the book when
compared with can satisfy your short space of time to read it because this time you only find e-book that
need more time to be go through. Hardening Cisco Routers (O'Reilly Networking) can be your answer given
it can be read by a person who have those short spare time problems.

Donna Willeford:

As a college student exactly feel bored to be able to reading. If their teacher asked them to go to the library
or to make summary for some reserve, they are complained. Just very little students that has reading's soul or
real their interest. They just do what the professor want, like asked to the library. They go to presently there
but nothing reading critically. Any students feel that examining is not important, boring and can't see colorful
photos on there. Yeah, it is being complicated. Book is very important for yourself. As we know that on this
time, many ways to get whatever we would like. Likewise word says, ways to reach Chinese's country.
Therefore , this Hardening Cisco Routers (O'Reilly Networking) can make you sense more interested to read.
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